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E-commerce market trends.
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DELEGATED AUTH UNDER PSD2



The PSD2 RTS allows to delegate SCA to third party EWEN
providers (e.g. merchants or wallets), in order to offer a
smooth consumer experience while being PSD2 compliant...
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Mastercard Authentication Express allows the management of . -\, /pp
every aspect of SCA delegation in a compliant and effective way

Mastercard Authentication

= Express
&

A contractual multilateral legal
framework & platform provided by
Mastercard, removing the need for
bilateral agreements, and defining

a set of rules and minimum
standards to enable Issuers to ;
delegate SCA to merchants or '
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The multilateral framework

of Mastercard Authentication Express is
available since

14 September 2019 and covers all
components needed for bilateral
agreements, to meet the requirement of
PSD2 regulation

Legal
Agreement

Authentication
Standards

EVWPN

Authentication
Rules

Platform




Authentication Express provides the choice of two delegated

authentication options — using any PSD2 compliant SCA and/or using
device biometrics with ID Check Express

INDEPENDENT OF FRAUD LEVELS

Merchants using device biometrics & ldentity Check Express

EVWPN




Joining Authentication Express brings the following benefits EWPN
to each party




Joining Authentication Express brings the following benefits EWEPN
to each party

& ki B - ) i
Il L * Maintain control over customer user experience
* Provide low friction challenge, per program terms and rules, to cardholders, minimizing cart

abandonment and increasing transaction approval rates

Merchant




Merchant

Issuer

Cardholders

Joining Authentication Express brings the following benefits EWPN
to each party

= Maintain control over customer user experience
* Provide low friction challenge, per program terms and rules, to cardholders, minimizing cart

abandonment and increasing transaction approval rates

* Delegation compliance with PSD2 without needing bilateral agreements with multiple merchant
authenticators, device authenticators or wallet authenticators

* Visibility of security and functional measures taken by authenticator (RTS article 3)

* Assurance that delegated SCA solutions comply with PSD2 and Mastercard standards

* Gain additional transaction insight through data contained in EMV 3D5 message

* |Improved checkout experience

* Potentially avoiding multiple SCAs for a single transaction (for example, performed by both the merchant
and the issuer)

* Secure transactions using strong customer authentication (two-factor) to minimize fraud
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DELEGATED AUTHENTICATION
VISA




DELEGATED AUTHENTICATION VISA

Qualifying delegates

Capable of performing Strong
Customer Authentication

CNP fraud entry criteria of below 13
bps for 6 consecutive months

-

"
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At least 12 months of Visa transaction

history

Mo history of Visa fraud or chargeback
program breaches

EVWPN
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DELEGATED AUTHENTICATION -
THE ROLE OF FIDO




WHAT DOES THE BROWSER LANDSCAPE LOOK - "/'™"
LIKE?

Only 3 remain...

Wk aiceT ,:? ?Qromium gfoogle)
SHARE OF .
BROWSERS / Safari (Apple)

= 3
> 17%

Firefox (Mozilla)

@ .
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OPERATING SYSTEMS HAVE ALSO SEEN EWPN
SIMPLIFICATION

‘ Apple MacO5

Microsoft Windows

¥
' Apple iOS

Google Android




WHY IS THIS IMPORTANT?




FIDO ALLIANCE = VWEN

SOLVING THE WORLD'S PASSWORD PROBLEM

f O simpler

stronger
ALLIANCE authentication
= FIDO (Fast Identity Online)

= The FIDO Alliance is an open industry association

= Mission: Authentication standards to help reduce the world's
~ over-reliance on passwords.
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FIDO2

LEVERAGING COMMON DEVICES

App calls for
FIDO Authn
through browser®

WiC Standard:
Web Authentication
J5 API*

|

OPTION 1:
On-device
Authenticator®

E RELYING PARTY
APPLICATION

fal INTERMAL
(=t} AUTHENTICATOR

i |00 AUTHENTICATION —— —
B3

//

OPTION 2:
External Authenticator
Clent 1o authenticalor Protocod®

EVWPN

RP APP SERVER

FIDO SERVER

B —ePn

frofes] 4:-..'-

"rees METADATA

= W3C Web Authentication specification (WebAuthn)

= (Client-to-Authenticator Protocols (CTAP)
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FIDO AUTHENTICATORS EVVEN

ROAMING / EXTERNAL
AUTHENTICATORS

Implemented off device




FIDO AUTHENTICATORS EWEN

ROAMING / EXTERNAL
AUTHENTICATORS

Implemented off device

PLATFORM
AUTHENTICATORS
Built into a device platform
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EVWPN

WHAT MERCHANTS CAN DO NOW



WHAT MERCHANTS WANT: A SIMPLE, INTUITIVE EVWEN
ONE-TOUCH EXPERIENCE

= Gain back control over user experience
= Frictionless Experience

= Avoid Card-Abandonment
= Easy implementation
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TYPES OF ‘SCA’ DELEGATION FOR MERCHANTS  -//Fh

THERE ARE 2 TYPES OF MERCHANT DELEGATION

Generic SCA SCA with FIDO 2FA
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Order summary:
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Authorize payment

TO:
www.books.com

FROM:
EkkE FEkdk wdkaEk 9325

AMOUNT $9.99




SUCCESS!

ooks.

Transaction approved |

TIPPING
POINT

your order has been_phced,
and will soon be on its way.
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Pay with card




Pay with card




Pay with card




DELEGATED AUTHENTICATION FOR MERCHANTS = ="/""

KEY TAKEAWAYS

= Beyond Exemptions and Whitelisting Delegated
Authentication is one option for merchants to gain back
control over the user experience

= Mastercard and Visa offer programs for Delegated
Authentication

* The FIDO standards enable better experiences on mobile
and browser

27



THANK YOU =T

melanie@entersekt.com ria.shetty@mastercard.com
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